
RFC 2350 SumselProv-CSIRT Indonesia

1. Document Information
This document contains a description of SumselProv-CSIRT in according to RFC
2350. It provides basic information about the SumselProv-CSIRT, its channels of
communication, and its roles and responsibilities.

1.1. Date of Last Update
The current version is 1.0 and published on April 15, 2021

1.2. Distribution List for Notifications
There is no distribution list for notifications.

1.3. Locations where this Document May Be Found
The current version of this document can always be found at
https://csirt.sumselprov.go.id/rfc2350.pdf (bahasa version)
https://csirt.sumselprov.go.id/rfc2350-en.pdf (english version)

1.4. Authenticating this Document
Both documents have been signed with the PGP Key of Pusat Operasi Keamanan
Siber Nasional (Pusopskamsinas) - Badan Siber dan Sandi Negara (BSSN). See
section 2.8 for more details.

1.5. Document Identification
Both documents share the same attributes
Title : RFC 2350 SumselProv-CSIRT
Version : 1.0
Document Date : April 15, 2021
Expiration : This document is valid until superseded by a later version

2. Contact Information
2.1. Name of the Team

SumselProv - Computer Security Incident Response Team (CSIRT)
Short name: Sumsel Prov-CSIRT

2.2. Address
Jalan Kapten A.Rivai Nomor 3 Palembang;

2.3. Time Zone
Jakarta (GMT+07:00)

https://csirt.sumselprov.go.id/rfc2350.pdf
https://csirt.sumselprov.go.id/rfc2350-en.pdf


2.4. Telephone Number
+62 7111 355699

2.5. Faximile Number
+62 711 355669

2.6. Other Telecommunication
None Available

2.7. Electronic Mail Address
csirt[at]sumselprov.go.id

2.8. Public Keys and Encryption Information
Bits : 3072 ID : 0x9AF8472A5016E226
Key Fingerprint : 3931 EEA4 697F AC38 80C6 AFDA 9AF8 472A 5016 E226
Blok PGP Public Key :
-----BEGIN PGP PUBLIC KEY BLOCK-----5rJ0MyqV23YU6GSluuvd0RA+9VZOb3T8uwm93vlaP98Qj3CZ5BpRcaRGk4Lm/ldM
vB3dmFQoM+1sP49aBdmoUSMR+/BBwZ0uuKBpitwKrBQsONO1sSmoVn11vIO+4BTf
kkYIX3vQ8I0qZm48FwbyZG+Fbr9csZVGTeARdRmwOCA3oNT6Mg+Haf3o4OYa6SSc
cWlCiMlrs2qsRJ52f1HTalZoc5ulY07IigjrA2ZhKIQY =1UJT

-----END PGP PUBLIC KEY BLOCK-----
File PGP key ini tersedia pada : https://websitecsirt.go.id /publickey.asc

2.9. Team Members
The Acting Head of the SumselProv-CSIRT is the Director of Response and
Recovery for the Government Sector of South Sumatera. The team members
include all OPD South Sumatera government sector.

2.10. Other Information
None available

2.11. Points of Customer Contact
The preferred method to contact SumselProv-CSIRT is to send an e-mail to
Pusopskamsinas at csirt[at]sumselprov.go.id or call +62 711 355699 which is
active 24/7.

3. About GovCSIRT
3.1. Vission Statement

The Realization of Cyber   Security in the South Sumatra Provincial Government

3.2. Constituency

The constituencies of SumselProv-CSIRT include: Regional Apparatus
Organizations of South Sumatra Province

3.3. Sponsorship and/or Affiliation

The SumselProv-CSIRT funding is sourced from the South Sumatra Provincial Budget,
Ministry of Communication and Information Technology, South Sumatra Province

3.4. Authority

Providing warnings related to cyber security, incident triage, coordination of cyber
incidents, handling cyber incidents, building awareness and concern for cyber
security, education and training.

4. Policies
4.1. Types of Incidents and Level of Support

The SumselProv-CSIRT Indonesia is authorized to address any kind of cyber
security incidents, which occur or threaten the constituents (see section 3.2).
The level of support given by the SumselProv-CSIRT Indonesia will vary
depending on the type and severity of the incident.

4.2. Co-operations, Interaction and Disclosure of Information
The SumselProv-CSIRT Indonesia highly regards the importance of
operational cooperation and information-sharing between CSIRT, and also with
other organisations which may contribute towards cyber security.
All information received will be kept confidential.



4.3. Communications and Authentication
Use unencrypted e-mail and telephone for unclassified communication and use
PGP-encrypted e-mail for sensitive/restricted/confidential information exchange.

5. Services
5.1. Incident Response

The SumselProv-CSIRT Indonesia assists the constituents to respond and
recover from a cyber security incident related to the aspects of:

5.1.1. Incident Triage
a. Determining whether the incident and reporter are authentic
b. Assessing the impact and priority of incident

5.1.2. Incident Coordination
a. Coordinating the incident with the constituents
b. Determining possible cause of the incident
c. Providing countermeasures recommendations based on guidelines/

standard operating procedures that SumselProv-CSIRT has for
constituents

d. Coordinating incident with CSIRT or other related parties

5.1.3. Incident Resolution
a. Investigating and analyse the impact of incidents
b. Providing technical recommendations for post-incident recovery
c. Providing technical recommendations to correct system vulnerabilities

SumselProv-CSIRT presenting the government sector incidents statistical
data as a serve government sector cyber security information centre.

5.2. Additional Activities
a. Building awareness and concern for cyber security ;
b. Education and Training.

6. Reporting Incident
Cyber security incident report can be sent to csrit[at]sumselprov.go.id by attaching:
a. Photo/scan of identity card
b. Incident’s evidence, such as photos or screenshot or log file found

7. Disclaimers
None Available


